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Application Note  Remote Maintenance of Controllers via Ethernet fj

Jetter

Introduction

This application notes describes the procedure for establishing communication between a PC and remote

Jetter controllers via dial-up connection.

Since on the controller end an Ethernet network is used, this procedure applies only to controllers belonging

to the Jetcontrol series.

In case you wish to use a serial port on the controller end or use a controller belonging to the NANO or

DELTA series, please refer to application note # 033.

In case you wish to establish connection with a MIKRO or PASE-E controller, please refer to application note

#010.

Important Notes

We tried to generate a documentation of the configuration steps that is as complete as possible.
For more information, please refer to the documentation provided with your modem or ISDN terminal

adapter, and your router.

Note on Safety

No safety-critical works such as commissioning of axes may be carried out

using the modem connection.
Warning

Operating Behavior and EMC

When selecting a modem or ISDN terminal adapter, make sure that it is suitable

for the intended application.

>

Important
met.

Commercially available modem types usually do not meet the requirements for
industrial use, especially as regards electromagnetic compatibility (EMC)!
The person selecting the equipment has to make sure that all requirements are
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Electrical Connections

Overview

PC

serial

Modem /
ISDN Adapter

Modem /

Telephone network ISDN Adapter

serial

Ethernet

Controller | | Controller

Fig. 1

The following devices are suited as modem / ISDN terminal adapter:
e Westermo TD-32
e  Westermo TD-33
e Westermo ID-90

The following device is suited as router:
e  Westermo ED-20

Connecting Cable between PC and Modem / ISDN Terminal Adapter
A commercially available serial modem cable delivered with the modem can be used.

Wiring Diagram

Modem PC
9-pin 25-pin 9-pin 25-pin
3 TXD 2 3 TXD 2
2 RXD 3 2 RXD 3
5 SG 7 5 SG 7
7 RTS 4 7 RTS 4
8 CTS 5 8 CTS 5
6 DSR 6 6 DSR 6
4 DTR 20 4 DTR 20
1 DCD 8 1 DCD 8
9 RI 22 9 RI 22
Fig. 2
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Connecting Cable between Modem / ISDN Terminal Adapter and Router

For connecting the modem with the router a special cable is required.
Here, the transmitting (TxD) and receiving (RxD) wires are crossed.
Both ends of the line are equipped with a SUB-D male connector.

Wiring Diagram

Modem Router
9-pin male connector 9-pin male connector
DCD 1 4 DTR
RxD 2 3 D
TxD 3 2 RD
DTR 4 6 DSR
SG 5 5 SG
RTS 7 8 CTS
CTS 8 7 RTS
Fig. 3

Connecting Cable between Router and Switch
Here, a commercially available Ethernet cable (CAT5) with a maximum length of 100 m can be used.

Connecting Cable between Switch and Controller
Here, a commercially available Ethernet cable (CAT5) with a maximum length of 100 m can be used.
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Configuration for this Application Note
The example given in this application note uses the following network addresses:

192.168.4.77 Adapter
Network

Telephone network

Modem /
ISDN
Adapter

Fig. 4

[
|

|

|

[

|

|

|

|

|

|

|

[

| 192.168.4.XXX

| PPP Network Interface

| Local IP: 192.168.4.xyz

| The Router is the link Remote Address: 192.168.4.77
;__:_ w ':::::R_E_Et_gi_::::::::__:::::__::::::__::__:
| 192.168.4.xxx and

| 192.168.10.yyy. ED-20 D

| thernet Interface

| Local IP Address: 192.168.10.100
|

|

|

|

|

: Switch

| Network

: 192.168.10.yyy

[

[ Controller Controller

: 192.168.10.188 192.168.10.189

|

Note: The IP addresses shown here are only examples. They are only to illustrate the functional principle.

Configuring the Controller

In the controller, the IP address assigned to the router has to be entered as gateway into the file

“/System/cfgvar.ini”.

For our example, the following line has to be entered:
IP_DefGateway = 192.168. 10.100

For more information on the file “/System/cfgvar.ini” refer to the controller manual.
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Configuring the Router

Preparing the ED-20 configuration

Connect the ED-20 to the serial port of your PC using a standard serial cable. Be sure to use on the ED-20

end the port labeled “CH2”.

[The ED-20 can also be configured via Ethernet interface. For more information refer to the manual]

Install the ED tool from the CD that comes with the ED-20.

Configuring the ED-20 from the PC
Launch the ED tool.

Important:First, you have to set the port to which the serial cable coming from the ED-20 is connected. This
is made in the menu item “Tools / Serial COM Port” (see Fig. 5).

ED-Tool for ED-20

File | Toaok Help
"EL Read Config
it Config
SO Febaoot
 iewFie
£ Generate File

ters——

Senal COM Port

—e;

Fig. 5

ettings i

Activate in “ED-20 Connection” the radio button “Serial” an click “Read Config” to load the default settings

(see Fig. 6).
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ED-20 Configuration Parameters
If there is no detailed description on some items, make ALL the settings shown in the illustrations.

ED-Tool for ED-20

EiIE_'. Toolz Help
— ED-20 Conrection -

= Mebworl
&+ Serial

Read Config | wirite Config |

Diata Rate

~ ED-20 Configuration Parameters
i~ Communicatior

Flaws Coritrol I NOMNE = I

115200

Fig. 6

Sériallnterf‘acﬁ.l Muderﬁ.ﬁ'etﬂngsi Netwnrk'SetEingsl Brouter Settings | Firewall &

Set in the list box Data Rate a data rate which is supported by the modem used. The modem has to be set to

this data rate, as well.

The settings for the configuration in our example are shown in the following table:

Modem Model

TD-32

TD-33

ID-90

Data Rate

57600

115200

57600

A flow control (handshake) is not necessarily useful for a peer-to-peer connection.
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Tab Modem Settings (Fig. 7)

'::-:~'l:n.'|:| =] I..i:l-1r'-|.|l.

[l

Fig. 7

The command line parameters to be entered under ,Commanad” into the group Modem Init depend on the
modem model. For more information, please, refer to exemplary configurations for the models TD-32 and
TD-33 in chapter “Configuring the Modem”.

Basically, the following applies:

Calls must not automatically be accepted by the modem.
@ AT command: S0=0;
The DTR signal shall be ignored.
Important AT command: &DO:;
For more information refer to the modem manual.
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Tab Network Settings (Fig. 8)

— EB-20 Configuration Parameters

Serial fnt"erfacé:l Modem Settings  Metwork Settings | Er'gut"er_sletﬁhgs.-l' Firewal Seu;ngsl

- Login

.fi".uthentiu_:atii;]ﬁ |F'.-’.'-.F' -v-I'

Uszername IEdEEI

PR

Pazswoard I

Inteiface
Local IP Address | 19216810 100

Subhet Mask | 255.255.255. 0

Remote Addiess | 192.168. 4 .77

Subriet Mazk 265.255.255.

Fig. 8

Settings in the section “Login” (1.)

Set in the list box Authentication “PAP”.
Enter a user name and a password.

For security reasons, enter a user name and a password which are hard to

guess.

@ Once you have finished set-up, you are allowed to accesss the ED-20 (thus, the

Important controller connected to it) via telephone only if you enter the correct user name
and password!

Settings in the section “PPP Network Interface” (2.)

Enter the local IP address (of ED-20) for accessing the ED-20 from PC into the field Local IP.
Enter the IP address of your PC into the field Remote Address.
As Subnet Mask enter 255.255.255.0.

Settings in the section “Ethernet Interface” (3.)
Set in the field Local IP Address the IP address for accessing the ED-20 from the controller.

This ,,Local IP Address” has to be made known as gateway to the controllers in
the file ,,cfgvar.ini”.
Important Otherwise, communication with controllers will not be possible.

As Subnet Mask enter 255.255.255.0 as well.

It is mandatory that the three IP addresses “Local IP”’, “Remote Address” from
section PPP Network Interface, as well as “Local IP Address” from section
Important Ethernet Interface vary!
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Tab Brouter Settings
Here, set Brouter Mode to OFF.

Tab Firewall Settings
Here, set Firewall Mode to OFF.

Completing the Configuration

To complete the configuration click “Write Config” (1.), and then “Reboot” (2.). (Fig. 9).

r—
ED-Tool for ED-20 1.

Fie Taols Help 2.

~ ED-20 Cornection "4 WesTe
; fr:et.w;:urk Read Config | witite Canfig | Fieboot | ‘ m m'
* Getia |

~ ED-20 Configuration Parameters -

.Seﬁa”nteffacel b odem Eettingsi Metwork Sattingsl Brouter Seftings  Firewall Settings |
 Firewall Mode

~ Firewall Settings-

IP Address I P Add b |

Fig. 9

Congratulations! Configuration of your ED-20 router is completed.
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Configuring the Modem

Connect the modem to the serial port of your PC using a standard serial cable.
Note: When configuring the two modems, identical settings should be used.

A terminal program is required for configuring modems.

Configuring the Terminal Program

Launch the program “HyperTerminal” from the menu “Start / Programs / Communications” or “Start /

Programs / Accessories / Communications”.

Fite Edit Wiew  Call Transfer Help

Di2| B8l ol

ST
: Hew Connection

rame:

Connection Description ) ﬂﬂ j

‘Enter a name and chaose an icon for the connection:

IJetter

lcon:

2

4] |

20

Disconnected {Auto detect

Auta detect

[Eroll [ars um  [Ser g

Fig. 10
Enter a name for the new connection, e.g. “Jetter” (Fig. 10). Next, click OK.
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{ Connect To

Fig. 11
Now, select the serial port for connecting the PC with the modem (Fig 11). Next, click OK.

Fig. 12

In the next window, make the settings shown in Fig. 12.

The data rate settings made here must correspond to the settings of the modem (in our configuration TD-33)
(see chapter “ED-20 Configuration Parameters”).

Next, click OK.
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“g Jetter - HyperTerminal i = |EII£[
File Edit Wiew Call Transfer Help
Dl 58| o[
F5

at

0K
4| g : X
\Conriected 0:00:17 Autodetert (115200 8-N-1  [SCROLL [SAPS wum [Car g

Fig. 13
Now, a dialog opens as shown in Fig. 13.

If you enter the command “AT” and hit the enter key, the modem shall answer with “OK”. Otherwise, check
your setup and the modem configuration based on the descriptions given in this application note.

Once your modem returns “OK”, you may proceed with the configuration.

Exemplary configuration

@ We proceed from the assumption that your modem is new or has been configured with
the default settings specified in the manual.

Important

Modem WESTERMO TD-33

Hardware Configuration
For this modem model configuration via DIP switches is not required.

Software Configuration

For configuring the modem, please use the program “HyperTerminal” as described above.
The following configuration is necessary:

Modem command | Explanation
AT&F Load factory default settings
ATX3 Ignore dial tone (for extensions)
AT&W Save the current configuration to the non-volatile memory of the modem
Article # 60866724 Page 12 of 23
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If you enter the command AT&VO0, the following information should be displayed (Fig. 14: The information
shown in section “ACTIVE PROFILE” is important.).

0K

attui

ACTIVE PROFILE:

BA E1 L1 M1 HB OB T U1 W1 X3 ¥8 &C1 &DA &GH &JA &KB &05 &R1 &S50 &T5 &XO &Y1
S00:802 581:0008 582:843 583:613 S04:819 505:008 SO6:084 SA7:0850 S08:082 509:066
S18:814 511:095 512:858 518:6808 525:8085 526:8081 S36:887 S538:820 S46:138 S48:067
595 :0888

STORED PROFILE @:
B@ E1 L1 M1 HB 08 T U1 W1 X3 ¥8 &C1 &DB &G &J0 &KO &05 &R1 &S58 &T5 &XO
llenn-n67 $6%-0h% S0A-G0h SA7-GC0 SAR-A07 SO0-064 S40-04h $44-00C S42-AC0 S48 -a06 |/

Fig. 14

If the configuration of your modem should differ from the configuration shown in Fig. 14 (all parameters are
default settings, except for “X3”), consult the manual that came with your modem, and reconfigure the
modem.

Now, the modem configuration is completed.

Notes on configuration of the ED-20 tool for the TD-33 modem:

Enter in tab “Modem Settings” in group “Modem AT Commands” in subgroup “Modem Init” into the field
“Command’ the following parameter: AT&D0S0=0&W

For more information, please, refer to the corresponding manuals (router and modem) as well as to chapter
“Configuring the Router” of this application note.

ISDN Modem WESTERMO ID-90

Hardware Configuration

This type of modem is in parts configured through DIP switches located within the modem.
Once you have remove the lid of the ID-90, set the DIP switches according to the following list:

SW2: Set DIP-slider 4 to ON
SW4: Set DIP-slider 7 to ON
SWH5: Set DIP-slider 8 to ON
Set all other DIP-sliders to OFF

Software Configuration

For configuring the modem, please use the program “HyperTerminal” as described above.
The following configuration is necessary:

Modem command | Explanation

AT&DO The DTR signal shall be ignored.

ATS0=1 Auto answer OFF

AT&W Save the current configuration to the non-volatile memory of the modem

If you enter the command AT&VO0, the following information should be displayed (Fig. 15: The information
shown in section “ACTIVE PROFILE” is important.).
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at

0K

attui

ACTIVE PROFILE:

B18 E1 0B U1 W8 X4 &C1 &DO &K3 &R1 &S0 %BO #RO

S00:000 S01:008 S592:043 S503:613 S04:819 S05:008 SOG6:-A83 SO7:850 S@9:8M1
S16:8088H 598:31

TEI FPHONE HIIMBERX -

Fig. 15

If the configuration of your modem should differ from the configuration shown in Fig. 15 (all parameters are
default settings, except for “&D0” and “S00:000”), consult the manual that came with your modem, and
reconfigure the modem.

Now, the modem configuration is completed.

Notes on configuration of the ED-20 tool for the ID-90 modem:

Enter in tab “Modem Settings” in section “Modem AT Commands” in subsection “Modem Init” into the field
“Command’ the following parameter: AT&D0S0=0&W

For more information, please, refer to the corresponding manuals (router and modem) as well as to chapter
“Configuring the Router” of this application note.

Configuring the PC

On the PC side the functions provided by the Windows ,dial-up network” are used. These functions are also
used for Internet connections. The TCP/IP protocol should be associated with the dial-up adapter.
For more information refer to the Windows help.

The simplest configuration option

Setting up a permanent local IP address (MS Windows 98)

If a router (ED-20) is used, a permanent local IP address is required.
Go to “Start/Settings/Control Panel” and select the option “Network” (Fig. 16).
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Hetwork

I_:anfgy'rati;:u_ri_] Identificé_tigh] Access Control i

getiIng fetwork: corp

g8 D-Link DFE-5 Cl Fazt Ethernet &dapter [Rewv 4] 3
4 MetBEL - dapter

4 MetBE D-Link DFE-530Tx PCI Fast Ethernet Adapter
E.'

= arenstalised

| Add., _I Remove I Properties ]
Primary Metwark Logar:
] Client for Mizrosaft Mebworks _"J

File and Pirt Sharing.. |

Drescription-
TCRAR is the pratocol wou uze to connect to the Interniet and
Iwide-area hetworks: :

ok | cancel |

Fig. 16

If your PC is equipped with a network adapter, click in the upper list box (1.) on “TCP/IP -> <Network adapter
name>" (2.).

If your PC is not equipped with a network adapter or if you are not allowed to assign a permanent local IP
address, click on “TCP/IP -> Dial-Up Adapter” (3.).

Next, click “Properties”.
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TCP/IP Properties =z
 Bindings | Advanced | NeBIOS |
DME Configuration i “Gateway l WINS Configuration [P Address

“An |P address can be automatically assigned o this computer.
|F i nebwark does Aot automatically assign IF addresses ask
yaour network. administrator for an address, and theri lype it in
the space below. : ' -

r - Obtain & 1P address automatically:

—-F Specify an IP addresz;-

IPaddiess:  [192.168. 4 . 77 |

SubnetMask: | 255.255.255. 0 |

ok | carcel

Fig. 17

In the tab “/P Address” (Fig. 17) click “Specify an IP address” and assign a permanent IP address to your PC
(if this has not been done before).

It is mandatory that the “Remote Address” specified during router configuration
(see “Configuring the Router”) and the permanent local IP address assigned to

As Subnet Mask select 255.255.255.0.
Next, click OK.

Note: Now, you have assigned a permanent local IP address to your PC. For more information on this topic
refer to the Windows help or consult your network administrator.
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Setting-Up the Modem

Go to “Start/Settings/Control Panel” (see Fig. 18) and select the option “Modems” (1.).

If the modem has not been installed yet, follow the instructions and let Windows automatically detect your
modem.

If another modem has already been installed and is connected to your PC, then click “Add” (see Fig. 18) and
let Windows automatically detect your modem.

Should the other modem not be connected to the PC, remove it from the Control Panel. To do so, select the
modem in the display and click “Remove” (The modem has to be removed to enable automatic detection.
Otherwise, the modem will not be detected).

Now, you can initiate automatic detection by Windows as described above by clicking “Add”.

K3 Control Panel

o L o .'.l_ - 2
J (i SN E RN 0 W odems Properties 7 x|
s @ Gerersl | Diagnostics | 2|

Ea;éj'i-_. Fata
J Addiess | Control Panel

Mame
E»j.ﬁ.ccessibility Optionz Standard Modem
%.ﬁ.dd Mew Hardware
%.ﬁ.dda’H emnave Prograris
@ Drate/Time

@ Dizplay

Eﬂ Fants

% Garme Contrallers

@ Internet Options

Rigmove

- Dialing preferences

) KE}'bDM Eﬁaﬁﬁgfﬁmmi: Hew Location
.a Modemns '

T Mause EFCKDra]mgF‘ererhes fu:r-rﬂu:rd@'hm paLr calls are

B8, Multimedia Hg e -

B Metwork  Didling Properties |

S ODBC Data Sources (32hi)

i - - =

4] I . -
e —

Fig. 18

If Windows does not detect your modem properly or under a wrong name, select a standard modem with a
data rate that corresponds to your modem. Such a standard modem will suffice for our purposes.

Note: For more information refer to the Windows help.

Now, your modem has been set-up successfully and is ready for establishing a dial-up connection.
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Making a new Dial-up Connection

Go to ,Start/Programs/Accessories/Communications/Dial-up Networking”.
Doubleclick “Make New Connection”.

Make New Connection

Type & niame for the computer yol are disling:

IJ ether

Select a ﬁe;@jce:

IStandard b odern ;'J

CEonfigie.

¢Back [ MNews> | Concel

Fig. 19

Enter a name for the new connection, e.g. “Jetter”.
Select the previously installed modem.
Click “Next”.

Make New Connection

Type the phone number for the computer you want to el

e code: Telephane number:
7191 =] 12345

Country code: _
| United Kingdom [44) =]

¢Back [ Hews | Concel

Fig. 20

Enter the area code and phone number, as well as the country code for the modem you want to call.

Click “Next”, then ,Finish“.
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Configuring a Dial-up Connection

Click the newly created dial-up connection with the right mouse button and select “Properties” from the
shortcut menu.

B3 Dial-Up Nelwulking

J I.e Edit \J'iew Go .F_gvarites _I;aﬁnecﬁcﬂ -”;‘;
E'a-*l?. Foniarnd Up Map Diive
J .&dd[ess l- Dial-Up Netwarking ;i

=2

Feiies it ey =t ‘Connect
Connection e

‘Ereate Shorteut
Delete
Fename

| Foomies |

Fig. 21

Tab ,,General”

If “Area Code” and “Dial Properties” will not be used (thus, for internal connections), uncheck the
corresponding box.

Tab ,,Server Types*

Jetter 7
General Server Topes | Scipting | Multink |

Typeof Diallp Server:

IF'F'F': Internet, Windows MT Server, Windows 38 _‘J _.

= bvanced optic;ns:
I [ Logonts Hetisark
v | Enable saftware compression:
I~ Require encrypted password
r i::Fequl'r'e data encrvption

T Becodalog fle for this connection

= Bllowed netwark pratocals:
T MetBEL
I~ IPX/SP¥ Compatible.
W ICRAR

ok I Cancel l

Fig. 22

Make the settings shown in Fig. 22! Next, click OK.

Now, you have successfully created and configured a new dial-up connection for accessing your ED-20
router.
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Establishing and clearing down a connection

Connecting to the dial-up network ...
Double-click the symbol of the newly created dial-up connection.

f~ Connect To

User name:

Fassword:

PhDITEi ﬂumb,e; I 12345

il s ]New Losation :I Dl Freperties

Connect: ] ‘Cancel

Fig. 23
Now, enter here the user name and password you have specified during ED-20 configuration.

If necessary, change the phone number of the modem you want to call.

Now, click “Connect” and wait until the small symbol ‘% appears in the task bar next to the clock or a status
message signals that the connection has been established.
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... ... and open a setup window in JetSym.
Now, you can open a setup window in JetSym and access the controller.

Frogram T 1229395
- test.stp | o

1 Include
Dreclaration

- test.std

Fig. 24
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Appendix: Additional Examples of Networking
Example 1
r-r—-—r—H—H—TF""-""F"F"-"-""-"-""-"F""F"F""F""""-""-"-F-F"""-"-""F"F"""""""-"-""""-"—""—""""""—""-———--—-—=" " -
| |
| |
: PG Modem / Modem / :
I ISDN Telephone network ISDN '
: 192.168.4.77 Adapter [ ] Adapter :
|
| |
' |
| Network |
: 192.168.4.xxx PPP Network Interface |
: Remote Address: 192.168.4.77 :
|
L- The router is the link between |- |-\ - - - - - ____ ____________ |

network 192.168.4.xxx and
192.168.10.yyy. The router itself Router
however, is located in hetwork ED-20

ocal IP: 192.168.7.12

- 192.168.7.2zz. e -—

Ethernet Interface

Local IP Address: 192.168.10.100

Switch

Network
192.168.10.yyy

Controller
192.168.10.188

Controller
192.168.10.189

Advantages:

Clear layout: Establishing a third network besides the in-house and the controller network offers you the
option to integrate all routers or similar devices which might be used.
Addressing: Moving router-like devices into a separate network makes more IP addresses available to the

in-house network.
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Example 2
[———————————— | |- — ——— —— — —— — —— — — — —————=
1stIP I I 2nd IP 2 Modem / /1 N Modem /
address: | PC |/ address: ISDN ISDN
192.168.4.77 | | | 192.168.7.1232 Adapter / Adapter
| |
| |

network 192.168.4.xxx

|
|
|
|
|
|
|
|
|
The PC participates in I
|
|
|
|
|
|
|
|
[

and 192.168.7.yyy.
PPP Network Interface
| | Local IP: 192.168.7.xyz

I I Remote Address: 192.168.7.123
| L |Router Bt s
- | el ool il ol T
In houske | | ED-20 |
networ | | Ethernet Interface |
192.168.4.xxx | | Local IP Address: 192.168.10.100 | |
| | |
| | |
o '
IS I |
: Switch :
|
The router is the link :
between network |
19¢.1606./7.Yyy and l
13321 (15?587 10 z:zn d Controller Controller I
o 192.168.10.188 192.168.10.189 :
|
__________________________________________ |

Fig. 26

With this configuration, two IP addresses should be assigned to the PC.

The first IP address is used in the Intranet (192.168.4.xxx) and should, therefore, be assigned to the
network adapter (or to the TCP/IP protocol associated with it).

The second IP address is for addressing devices in an independent network 192.168.7.xxx, e.g. the router to
be addressed in our example. Since the connection will be established via modem, you should assign the
second IP address to the dial-up adapter (or to the TCP/IP protocol associated with it).

In this case, the second IP address must be permanently assigned to your dial-up connection, too. This can
be done under “<Dial-Up Connection>/Properties/Server Types/TCP/IP Settings/Specify an IP address”.
Note: For more information, please, contact your network administrator.

Benefits

This configuration has the same benefits as the configuration in example 1. In addition, the in-house network
is better isolated from the telephone network which can result in increased security if properly configured.

Disadvantage
Configuration is more complicated and may cause problems.
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